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COMPLY with HIPAA and HITECH

Protecting Health Information (PHI)

To encourage the widespread use of electronic data interchange in healthcare, the U.S. Con-
gress passed the Health Insurance Portability and Accountability Act of 1996 (HIPAA, Title I1).
HIPAA also requires the Department of Health and Human Services to establish national
standards that address the security and privacy of health information. The Health Infor-
mation Technology for Economic and Clinical Health Act (HITECH) was enacted in 2009 as
part of the American Recovery and Reinvestment Act to promote the adoption of health in-
formation technology. HIPAA and HITECH were updated in 2013 when the Omnibus Rule
was released. The challenge for IT departments lies in identifying the controls required to en-
sure the security and privacy of this data, and then proving to auditors that each control has
been properly implemented, maintained, and monitored.

Elemental Cyber Security HIPAA/HITECH policy automation frame-
Express work enables healthcare insurers and providers, universities, and
other organizations that handle patient health information to ad-
here to HIPAA/HITECH best practices for network access control,
host security configuration management, as well as systems and

software inventory. Deploying a full range of policies in these cate-

Enforce Monitor gories enables organizations to effectively assess the security pos-
ture of the systems in a network that contain or use protected
health information (PHI).

The Elemental Security Platform (ESP) automates the arduous
and often manual processes involved in making these assessments.

Elemental offers the most comprehensive In addition, it gives organizations the option of controlling access to

integrated software platform to achieve, these systems by placing network-based controls on those that pro-

maintain, and control HIPAA/HITECH cess electronic PHI (ePHI) data, with access based on compliance

. . )
security compliance! with the organization’s security policies. As a dedicated HIPAA/

HITECH policy set incorporated into the ESP, the Elemental solution
provides an automation framework for deploying and enforcing
policies on computing resources that store and have access to ePHI.

ESP deploys a robust HIPAA policy framework Using this approach, organizations can deploy security policies that

that is structured around HIPAA's Final Rule § address key aspects of the HIPAA standards for security:

164.312 Technical Safeguards. Other ESP policy

sets also address several requirements of the Utilizing this policy set together with the advanced capabilities of
Rule § 164.308 Administrative Safeguards. the ESP, organizations can address HIPAA/HITECH requirements

with host-level security that protects data where it resides, and
with policy-based access controls that dynamically adapt to
changes in the compliance or security posture of systems on the
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B network.
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The following policies and rules are contained within HIPAAHITECH Security Policies. Elemental H I PAA/H ITEC H POIICY A
E ©# T Access Control

1§ T Accourt Managemert Access Control - HIPAA/HITECH standards require organizations to implement technical policies and
B @ HP-UX- Accourts . . . . , .
& & IBVLAL - Aecouns procedures that limit access to systems containing ePHI. The rules contained in Elemental’s HIPAA policy
89T Linux- Accounts establish a strong baseline for user identification and accountability across computer systems. Specific
B © Msc0S X - Accounts les includ licies to add t tic logoff, t t control t i
567 oo Sbate - Asounts examples include policies to address automatic logoff, system account control, proper user account envi-
B @& T Windows User Rights ronment variables, and appropriate transitive trust control.

E @ T Aulomatic Logoff .
B @ HP-UX Session Timeout Audit Control - Elemental’s audit control policies address the overall integrity and appropriate con-
H € BM-AIX - Session Timeout n q 0 o q a A
16T MacOS X Inaciiy Lock figuration of the platform logging subsystems. These policies are essential for complying with HIPAA /
& € Ormcle Solaris Screensaver Timeout HITECH regulations requiring organizations to implement hardware, software and procedural mecha-

@ T Windows Session Lockout and Timeout
E © T Device Access

B & MacOS X Device Access

@ T Windows Device Access

nisms that record and examine activity in information systems that contain or use electronic PHI.

Authentication Control - The Elemental policy provides rules for complying with policies for pass-

B ©8 T AuditControl word management and authentication integrity. These rules address aspects of authentication and ac-
:;:UA’;(LEED'”Q count control required by HIPAA §164.312 (Technical Safeguards) and § 164.306 (Security Standards: Gen-
o = °gging
B ® T Linux Logging eral Rules).
[ € MacOS X Loaging . . . e
B4 T Oracle Solaris Logaing Integrity Control - Elemental also addresses § 164.306 and § 164.312 requirements for securing criti-
El & T Windous Legaing cal system files and services. The ESP enables identification of unnecessary services — ones that may
El @ T Authentication Control . A aNaeR a g - o -
& HP-UX Authorization and Authentication introduce security vulnerabilities with the potential to expose patient data. This policy also checks for
&l & BM-AN Authonization and Auhentication appropriate system file permissions, reducing the chances of Trojan horse and denial of service attacks.
@ T Linux Authorization and Authentication
6 MacOS X Auhorization and Autherticalion Continuous visibility into all the systems on a network further enables enforcement of these policies, as well as
t2 @ Passerd Managzment audit reporting of status at any time. Finally, the Elemental solution protects private data at its point of use
E &% T Integrity Controls X P . 9 . y . Yi X X P P p u
Bl ® Disable Unnecsssary HP-UX Senices guarding against unauthorized use of removable and writeable media, such as USB flash memory sticks and CD/
2 & Dissbis Umecassary BM-AX Serices DVD, as well unauthorized printing of secured PHI documents. By combining this unprecedented visibility, auto-
E @ T Disable Unnecessary Linux Sevices ) ) . ) ) ) )
B & Dissble Unnecessary MacOS X Senices mation, and broad range of policy-based capabilities, the Elemental solution enables organizations to effectively
& T Disable Umnecessary Oracke Sclaris Senices preclude the risks of failing to protect confidential patient health data. It also frees IT staff from the burden of
& €4 7T Disable Unnecessary Windows Senices X - X i X
B & HP-UX File Intearity needing to manually check and recheck systems to ensure they are in compliance with HIPAA best practices.

€ T Oracle Solaris File Integrity
@ T Windows Domain Contraller Policies
@ T Windows System Integrity
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The ESP enables organizations to concisely re- Log Out demoadmin O | Create Section @ | Edit @ | Delete &
Group Membership for FWT HIPAA Servers
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port on their security and compliance objec-

6 E ive level bl . los “Host P Risk/Value(%ile) c
ives. Executive level reports enable enterprise ) 30123 YR 50 B
security and information officers to readily under- @ 64ws2012125-2 10.0.13.127 54154 80% P —
H . . 10.0.13.132 T 58% [ ]
stand the overall security state of their infor- [ 4201652
] serv2012r2x64 10.0.13.130 58/59 59% —_—

mation technology infrastructure, and to expose

changes or trends in their compliance with SRENECOMpRATICE T0eH AL SECUNY L OVCY, ' RS 2R

_ . id Agent Name ~ Compliance Compliant Non-Compliant N/A Exempt Ermor _Total Rules
HIPAA/HITECH regulations and controls. Audit 5165065200000008 32w10-e-430% [r— E) 2y =2 0 0 12
. ) ) ) £165065200000016 32wE1-p-170% — 7 SIS 0 0 1
trails provide compliance and policy management 3155065200000028 54w=200272-hp-sp1-363% L 7 4 1 0 0 13
. ) . £165065200000012 B4w=2016-2-263% [e— 7 a5 0 0 1
details tracking, and a clear understanding of $185065200000020 64ws2008r2-hp-263% ] 7 oot 0 0 13
) o _ ; 8165065300000014 B4ws2012r2-5-254% [a—] 8 5 1 0 o 12
security administrator entitlements and actions. 8185085200000027 84w=2012-2-254% [— 8 5. 1 0 0 12
) ) £185065200000024 2en/20122:6454% e 8 R 0 0 12
Together this reporting framework enables organ- 8165065200000030 B4w10-2n-320% —— 3 7: 2 [ 12
o _ ) £165065200000031 32w7-un-120% [ —] 2 SHESD 0 0 1
izations to demonstrate that required security 8185065200000033 64wS1-p-120% _— 2 8¢ 2 0 Q 12
. . . . 81685065200000032 BawT-u-120% [ e— 2 8 2 0 0 1
controls are being implemented and maintained. 8185065200000023 B4w10-en-220% ] 2 87 33 0 0 12
$185065200000034 22WXP-P-5p2-210% — 1 SEE o o 12
£165065200000035 32/2000-30% — 1 01 0 0 12

These views are supported by detailed drill-down reporting that provides an The Bottom Line

unparalleled level of transparency into the network environment. This enables _ .
) ) . ' . Elemental provides a comprehensive framework for
operational staff to continuously monitor the security posture, inventory,

compliance, and activity of machines on the networks. This enables targeted deploying and enforcing policies on computing systems

investigation of factors impacting compliance, and provides the ability to that store confidential health data. Only the Elemental
enact appropriate remediation to correct compliance drift as it occurs. The solution provides the visibility and automation neces-
hierarchical and comprehensive reporting capabilities of ESP provide the sary to continuously monitor and secure these systems in
alignment necessary between the technical controls required by HIPAA/ fast-changing enterprise environments, allowing organi-

HITECH and the business objectives of the organization. This alignment is zations to effectively demonstrate and maintain compli-

ics- f k th I | i f . .
supported by a metrics-based framework that enables clear demonstration o ance with HIPAAJHITECH best practices.

continued improvement, and is crucial in order to maximize the efficiency of
security operations in protecting the interests of the organization.
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